Shropshire and Wrekin Fire Authority
13 June 2007

Statement on Internal Control

Report of the Chief Fire Officer

For further information about this report please contact Alan Taylor, Chief Fire Officer,
on 01743 260201 or Andy Johnson, Head of Performance and Risk, on 01743
260287.
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Purpose of Report

This report asks the Fire Authority to approve formally the Statement on
Internal Control (SIC) 2006/07, which must be included as part of the
Statement of Accounts 2006/07. It also asks Members to approve formally
the SIC Improvement Plan 2007/08.

Recommendations
The Fire Authority is recommended to:

a) Accept and sign-off the Statement on Internal Control 2006/07; and
b) Approve the SIC Improvement Plan 2007/08

Background

Corporate Governance (and Accounting Regulations) requires the Fire
Authority to publish, on a timely basis, within its annual report, an objective,
balanced and understandable statement and assessment of the Fire
Authority’s risk management and internal control mechanisms, and their
effectiveness in practice. This is known as a Statement on Internal Control or
SIC. The Fire Authority has delegated responsibility for the development of
the SIC to the Strategy and Resources Committee.

SIC 2006/07 and SIC Improvement Plan 2007/08

Following due process, at their meeting on 24 May 2007, the Strategy and
Resources Committee formally agreed a draft Statement on Internal Control
2006/07 and draft SIC Improvement Plan 2007/08, requesting that it proceed
to the Fire Authority for ratification and signing by the Chair of the Authority,
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the Chief Fire Officer and the Treasurer. The SIC will then be amalgamated
into the Statement of Final Accounts 2006/07. The draft Statement on
Internal Control 2006/07 and draft SIC Improvement Plan 2007/08 are
attached as Appendices A and B respectively to this report.

The monitoring of progress against the SIC Improvement Plan, over the next

twelve months, will be undertaken by the Audit and Performance
Management Committee, as detailed in that Committee’s Terms of Reference.

Financial Implications
Any significant budgetary implications, brought about by the improvements
proposed in the Plan, have already been considered, either as part of the Fire

Authority’s budgetary planning process or within each Department’s business
planning process.

Legal Comment
The SIC is a legal requirement under the Code of Practice on Local Authority
Accounting in the United Kingdom and must be included in the Fire Authority’s

Statement of Accounts 2006/07. The SIC Improvement Plan will assist the
Authority in seeking continuous improvement in this area.

Equality Impact Assessment
This report is purely a statement about the effectiveness of current internal

controls within the Fire Authority and so the recommendations within the
report have no impact on people.

Appendices

Appendix A Draft Statement on Internal Control 2006/07
Appendix B Statement on Internal Control Draft Improvement Plan 2007/08

Background Papers
Shropshire and Wrekin Fire Authority:
14 June 2006 Report 6 - Statement on Internal Control 2005/06

Strategy and Resources Committee 24 May 2007 Report 11 - Statement on
Internal Control
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Implications of all of the following have been considered and, where they are
significant (i.e. marked with an asterisk), the implications are detailed within the

report itself.

Balanced Score Card

Integrated Risk Management
Planning

Business Continuity Planning

Legal

Capacity

Member Involvement

Civil Contingencies Act

National Framework

Comprehensive Performance Assessment

Operational Assurance

Efficiency Savings Retained
Environmental Risk and Insurance
Financial Staff

Fire Control/Fire Link

Strategic Planning

Information Communications and
Technology

West Midlands Regional
Management Board

Freedom of Information / Data Protection /
Environmental Information

Equality Impact Assessment
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Appendix A to report on

Statement on Internal Control
Shropshire and Wrekin Fire Authority
13 June 2007

Draft Statement on Internal Control
For inclusion in the Statement of Accounts 2006/07
Scope of Responsibility

Shropshire and Wrekin Fire Authority is responsible for ensuring that its business is
conducted in accordance with the law and proper standards, and that public money
is safeguarded and properly accounted for, and used economically, efficiently and
effectively.

The Fire Authority also has a duty under the Local Government Act 1999 to make
arrangements to secure continuous improvement in the way in which its functions
are exercised, having regard to a combination of economy, efficiency and
effectiveness.

In discharging this overall responsibility, the Fire Authority is responsible for ensuring
that there is a sound system of internal control, which facilitates the effective
exercise of its functions and which includes arrangements for the management of
risk.

The Purpose of the System of Internal Control

The system of internal control is designed to manage risk to a reasonable level
rather than to eliminate all risk of failure to achieve policies, aims and objectives; it
can, therefore, only provide reasonable, and not absolute, assurance of
effectiveness. The system of internal control is based on an ongoing process
designed to identify and prioritise the risks to the achievement of the Fire Authority’s
policies, aims and objectives, to evaluate the likelihood of those risks being realised
and the impact, should they be realised, and to manage them efficiently, effectively
and economically.

A system of internal control has been in place at Shropshire and Wrekin Fire
Authority for the year ended 31 March 2007 and up to the date of approval of the
annual report and accounts and, except for the details of the significant internal
control issues at section 5, accords with proper practice.

The Internal Control Environment

The Fire Authority’s internal control environment comprises many systems, policies,
procedures and operations in place to:

° Establish and monitor the achievement of the Fire Authority’s objectives

o Facilitate policy and decision making;

o Ensure compliance with established policies, procedures, laws and
regulations;

° Identify, assess and manage the risks to the Fire Authority’s objectives,

including risk management;



o Ensure the economical, effective and efficient use of resources, and secure
continuous improvement in the way in which the Fire Authority’s functions are
exercised, having regard to a combination of economy, efficiency and
effectiveness as required by the Best Value duty;

o Provide appropriate financial management of the Fire Authority and the
reporting of financial management; and
o Ensure adequate performance management of the Fire Authority and the

reporting of performance management.
Review of Effectiveness

The Fire Authority has responsibility for conducting, at least annually, a review of the
effectiveness of the system of internal control. The review of the effectiveness of the
system is informed by the work of the following:

The Fire Authority’s Monitoring Officer;

Legal advisors to the Fire Authority;

Internal Auditors; and

Managers within the Fire Authority, who have responsibility for the
development and maintenance of the internal control environment.

Comments made by the External Auditors and other review agencies and
inspectorates in their Annual Audit Letters and other reports also contribute to this
review.

Throughout 2006/07, the Fire Authority has maintained, reviewed and improved its
system of internal control in a number of ways. In particular:

a) Awareness of the Fire Authority’s Code of Corporate Governance has been
increased amongst all staff;

b) The Fire Authority’s partnership procedures have been further improved with
additional advice and information on partnership risk identification being
included;

C) The Fire Authority’s first Service-wide Business Continuity Plan has been
published;

d) Advances with the Fire Authority’s Risk Management procedures have
included:

o] Its risk management protocol document was reviewed to ensure it
meets the requirements of the Fire Authority's maturing risk
management procedures;

o] The development of Departmental Risk Registers, created in
collaboration with all Heads of Departments;
o] A general increase in awareness amongst all staff about the Fire

Authority’s risk management processes through the publication of a
Risk Management Newsletter and the creation of a Risk Management



f)

g)

h)

Summary Leaflet, developed in partnership with Telford & Wrekin
Council;

o] Risk management has been further integrated into the Fire Authority’s
budgetary reserves planning process;

A Code of Conduct for all staff has been developed. This has been further
supported by the publication of a Staff Handbook, relevant to all staff in the
Service;

The Fire Authority has received and/or adopted:

Statement of Accounts 2005/06;

Performance Plan 2006/07;

Integrated Risk Management Plan and Action Plan;
Annual Audit Letter 2005/06;

Budget monitoring reports;

External inspections;

Periodic performance reports;

Medium-term financial plan, strategy and budget.
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The Fire Authority’s Policy Group of officers carries out a continuous
assessment of the implementation of policies and procedures throughout the
organisation, including following up on progress made towards last year’'s SIC
Improvement Plan.

Internal Audit has undertaken a number of planned reviews of systems and
internal control procedures across a range of functions in the Fire Authority.
Each review contains an opinion on the internal controls in place and any
unsatisfactory audit opinions result in recommendations for improvement,
which are implemented by management. Copies of these reviews are sent to
the Fire Authority’s Treasurer and discussed with the External Auditors. The
audit findings are reported to Policy Group and to the Audit and Performance
Management Committee.

Audits completed by Internal Audit during 2006/07 related to:

Payroll

Formula grant and statistics
Purchasing/procurement

Computer services

Vehicle fleet and workshop facilities
Insurance, asset register, investments and other miscellaneous
financial matters

Estate management

Fraud and corruption

Risk management

Corporate governance

Statement on Internal Control review
Data protection/freedom of information
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Internal Audit will be conducting audits into the following areas during 2007/08:

Payroll

Formula grant and statistics
Creditors

Banking arrangements

Income collection

Human resources

Fraud and corruption

Risk management

Corporate governance

Statement on Internal Control review
Data protection/freedom of information
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The Fire Authority underwent various audits in relation to the 2006/07
Comprehensive Performance Assessment (CPA), by the Audit Commission, which,
in combination with the ‘Good’ rating obtained from the CPA 2005 process, has
resulted in the Authority’s being rated as ‘Performing Strongly — Well above minimum
standards’. The assessments covered the following themes:

o What progress the Authority has made since the CPA 2005 assessment;
o How the Authority manages its finances and provides value for money; and
o How the Service delivers its frontline services with particular focus on service

delivery outcomes.

The Fire Authority is looking to maintain these excellent results in this year's CPA
process.

Significant Internal Control Issues

No issues were raised in the Annual Audit Letter 2005/06. The outcome of the
2006/07 internal audit produced no fundamental issues. The minor points
arising from these reviews were used to enhance the existing system of controls.
Although the 2006/07 audit is not yet complete, Internal Audit has been able to give
an unqualified, verbal assurance that no issues have emerged within the Fire
Authority’s operating systems.

The Fire Authority undertook a review of its systems of internal control during April
and May 2007. This has benefited from the review of the actual process used to
undertake this review. The new process has ensured that officers take even greater
ownership of those elements of the Fire Authority’s system of internal control for
which they are responsible.

A SIC Improvement Plan 2007/08 has been produced, based on the findings from
this process. Progress made against the Plan will be monitored by the Risk
Management Group, with quarterly progress reports to the Fire Authority’s Audit and
Performance Management Committee and the Service’s Policy Group.



Details about the various areas for further development, contained in the SIC
Improvement Plan 2007/08, are given below:

1.

1.1.

1.2.

2.1

2.2.

3.1.

3.2.

3.3.

4.1.
4.2.

4.3.

4.4.

5.1.

5.2.

Strategic Planning Process

A Stakeholder Management Policy will be developed, which will clearly define
the process the Fire Authority uses to identify the stakeholders with whom it
should consult.

A Communication Strategy will be developed, which will ensure that the Fire
Authority is providing information to, and receiving feedback from, everyone
who has a vested interest in the Service.

Performance Management

Following a review of the Fire Authority’s Performance Management systems
and processes, improvements to the Performance Management Framework
have been identified and included in an Action Plan. The Plan will be
implemented.

The recently purchased Performance Management System will be
implemented.

Resource Management

A review of all capital investment projects will be conducted, which will identify
any learning outcomes. The review will also quantify the actual benefit to the
public from the Fire Authority’s Capital Investment Programme.

The new Asset Management System (AMS) will be implemented, which will
ensure that the Fire Authority is able to demonstrate fully how its assets
comply with all relevant legislation and standards.

The organisation will seek accreditation to ISO 14001, thereby enabling the
Fire Authority to demonstrate that it complies with all relevant environmental
legislation.

Human Resource Management

The Rank to Role process will be completed.

A review of support staff induction training will be undertaken to ensure that it
is able to meet the needs of all staff.

Officer training records will be integrated into the system operated by the
Training and Development Department.

Managers will be given additional training on sickness absence procedures to
ensure that they are always effectively implemented.

Risk Management and Business Continuity Planning

A Corporate Risk Register Procedural Manual will be developed to ensure
that people can effectively undertake the recording and reporting procedures,
should the Risk Manager be absent.

The recently published Business Continuity Manual will be tested to ensure
that it is fit for purpose.



5.3.

5.4.

5.5.

6.1.

6.2.

6.3.

6.4.

7.1.

7.2

A programme will be developed to ensure that the Business Continuity
Manual is regularly tested.

An annual audit of all Departments’ Business Continuity Plans will be
conducted to ensure the information contained therein is current.

The ongoing work to develop an information technology (IT) ‘shadow site’ at
Telford Central will be completed, thereby ensuring that there would not be
any significant disruption to the IT facilities available to the Service, should the
current server room suffer serious damage.

Health and Safety Management

The possibility of either having a dedicated Member Champion for Health and
Safety, or having this as an element of one of the existing Member Champion
positions, will be explored.

Brigade Order Health and Safety No.1 Part 2 will be reviewed to take account
of new Brigade structures.

The health and safety training programme will be reviewed to ensure that it
takes account of the new Role Maps.

Consideration will be given to the inclusion of an audit of the Brigade’s health
and safety function, within the next Internal Audit contract.

Achieving the Authority’s Strategic Aims and Objectives

Procedural manuals will be developed for the each of the key office functions
undertaken by the Level 2 Incident Commanders;

The Improvement Plan, developed to meet the requirements of the recently
developed Operational Resilience Contingency Plan (ORCP), will be
implemented to ensure the Authority is able to continue to deliver its frontline
services during incidents that may in themselves cause severe disruption to
our Service.

Nigel Hartin Alan Taylor Keith Dixon
Chair of Shropshire and Chief Fire Officer Treasurer
Wrekin Fire Authority



Appendix B to report on
Statement on Internal Control
Shropshire and Wrekin Fire Authority
13 June 2007
Statement on Internal Control

Draft Improvement Plan 2007/08

Area of review RN Improvement required Improvement Completion
owner date

The process by which the Authority identifies the stakeholders with whom it should

consult is not clearly defined. Develop a Stakeholder Management Policy. Steve Worrall 11/2007

Strategic Planning Process - — - - —
g g With no formal communication strategy in place, the Authority cannot be sure it is

providing information to, and receiving feedback from, everyone that has a vested
interest in the Service. A Communication Strategy will be developed following the
guidance given in the Stakeholder Management Policy.

Steve Worrall 11/2007

Following a review of the Authority’s Performance Management systems and
processes, improvements to the Performance Management Framework have been
identified and included in an Action Plan. The Performance Management
Framework Action Plan will be implemented.

The Authority has provided the funds for a new Performance Management System.
Having identified the most appropriate system and supplier, this system now needs
to be implemented. The new Performance Management System will be
implemented.

Steve Worrall 03/2008

Performance Management

Steve Worrall 07/2007

The Authority needs to be able to demonstrate the benefit it accrues from its Capital
Investment Programme. A review of all capital investment projects will be
conducted, which will identify any learning outcomes. The review will also quantify
the actual benefit to the public from the Authority’s Capital Investment Programme.
The Authority needs to be able to demonstrate better how its assets comply with all
6 | relevant legislation and standards. The new Asset Management System (AMS) will | Andrew Kelcey 09/2007
be implemented.

The Authority wishes to be able to demonstrate that it complies with all relevant
7 | environmental legislation. The organisation will seek accreditation to ISO 14001. Andrew Kelcey 12/2007

Andrew Kelcey 10/2007

Resource Management
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Statement on Internal Control
Draft Improvement Plan 2006/07

Area of review IRN Improvement required Improvement Completion
owner date
The Rank to Role process needs to be completed across all ranks. Rank to Role Louise
8 | process to be completed. McKenzie 03/2008
With support staff induction training only being held twice a year, some staff have to
9 wait several months before receiving their introduction to the Service. A review of Louise 03/2008
support staff induction training will be undertaken to ensure it is able to meet the McKenzie
Human Resource needs of all staff.
Management and Training Officer training records currently sit outside of the Training Department’s Louise
10 | administration system. Officer training records will be integrated into the system . 03/2008
McKenzie
operated by the Development Department
The Service needs to encourage all managers to be more involved in the new
sickness absence procedures. Managers will be given additional training on the Louise
11 . . ) . 03/2008
sickness absence procedures to ensure they are effectively implemented. McKenzie
The Corporate Risk Register needs to have a procedural manual so that people,
12 other than the Risk Manager, can undertake the recording and reporting procedures. Andy Johnson 07/2007
A Risk Register procedural manual will be developed. y
The recently published Business Continuity Manual needs to be tested to ensure it is
13 fit for purpose. An initial test of the procedures detailed in the Manual is to be Andy Johnson 07/2007
undertaken.
Risk Management and - —
Business Continuity The Business Continuity Manual needs to be regularly tested. A programme of tests
Planning 14 is to be deve|oped_ Andy Johnson 12/2007
The Business Continuity Manual needs to be subject to regular review to ensure that
15 | the information contained therein is current. An annual audit of all Departments’ Andy Johnson 04/2008
Business Continuity Plans to be conducted as part of the SIC Assurance Process.
If a significantly disruptive event occurred in the server room at headquarters, it is
16 likely to havg a S|grj!f!cant impact on the ayallablllty of |nf_ormat|on technology and Glyn Williams 03/2008
communication facilities to the whole Service. The ongoing work to develop a
‘shadow site’ at Telford Central will be completed.
2.0
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Statement on Internal Control
Draft Improvement Plan 2006/07

Area of review IRN Improvement required Improvement Completion
owner date
Whilst there is a Member Champion for Risk Management and Audit, their
responsibility does not specifically cover the health and safety function. Explore the
17 | possibility of either having a specific Member Champion for Health and Safety, or Andy Johnson 03/2008
having this as a role within one of the existing positions
The Retained Support Officer and District Support Officer roles are not currently
18 | included in the health and safety structure detailed in the Brigade Order No.1 Part 2. | Andy Johnson 03/2008
The Brigade Order will be reviewed to take account of new Brigade structures.
Health and Safety The health and safety training programme needs to be reviewed in light of the rank
M t
anagemen i i i i
19 to role process the Brigade is currently going through. The health and safety training Andy Johnson 03/2008
programme will be developed to take account of the new Role Maps.
Although the Brigade has gone through several audits of its health and safety
function over the last few years, it is not included in the rolling programme of audits
currently undertaken by Internal Audit. Consideration to be given to the inclusion of
20 an audit of the Brigade’s health and safety function within the next Internal Audit Andy Johnson 08/2007
contract.
There are no clear instructions and/or guidance notes for the various office functions
21 undertaken by the Level_ 2 Commanders, which causes potential p_roblems when Martin Timmis 07/2007
there are staff changes in the department. Procedural manuals will be developed for
: each of the key functions.
Achievement of the - — - —
o CA Operational resilience needs to be improved to ensure that the Authority is able to
Authority’s Strategic Aims . S . h T . To be
o continue to deliver its frontline services during incidents that may in themselves .
and Objectives ; . ; determined
cause severe disruption to our Service. An Improvement Plan to meet the oo .
22 : : . : Martin Timmis following
requirements of the recently developed Operational Resilience Contingency Plan Policy Grou
(ORCP) will be implemented according to a Policy Group approved timetable. apgroval P
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